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My name is Vincent Lipsio.  By profession, I have been a firmware engineer for twenty-
six years and now own a small consulting business.

Two years  and  a  half  ago my professional  association,  the  Institute  of  Electrical  and
Electronics  Engineers  (IEEE),  issued  a  call  for  volunteers  to  draft  an  international
standard for voting equipment.  Being a native of Florida, involved in local campaigns and
electoral politics, and having worked on several mission-critical projects ... such as a piece
of the Boeing 777 and several medical devices, having been system architect of two FDA
Class 3 devices (which means malfunction can cause death) ... I answered that call.

The first meeting I attended was back-to-back with a one-time event called the Workshop
on Elections Systems and Technology (WEST).  The IEEE committee consisted mostly of
vendors of election equipment.  At that meeting, any time I mentioned standard practice
for developing a critical system or even any simple, common-sense measures of security, I
was told  that  such  things were  not  appropriate  to  a  voting machine!   For example,  I
proposed that software reside on a chip which must be locked inside the device so that
multiple physical keys would be required to alter the device so that tampering would be
obvious; I was told that this is unnecessary because it shows lack of trust in government
officials.  Since then, there have been several well-documented cases of uncertified and
otherwise altered software used in elections in this country.

WEST, in contrast, was attended primarily by academics, including several world-famous
experts  in  computer  security, who had long worked on the very same problems that  I
endeavored to solve.  Their  views were exactly opposite those of the manufacturers  of
voting equipment. It quickly became apparent that the latter wanted nothing to do with the
former, that this was about something other than the integrity of voting systems or good
engineering.

All  venues  for  discussing  standards  for  voting  equipment  are  perforce  dominated  by
vendors for the simple reason it is part of their job to attend these discussions.  So, while
there are a few people like myself who spend a couple thousand dollars a year out of our
own pockets to attend IEEE voting equipment standards meetings, it is a trivial business
expense for the manufacturers of these products to send any number of employees to those
meetings.   Indeed,  you will  likely hear  live testimony from employees  of  the  sundry
vendors whose wares you are considering purchasing; however, the fact that nearly every



computer  scientist  in  the  world  would  refute  many of the  claims of these  people,  the
economics of the situation cause you to hear only the vendors' side of this matter.  Please
be aware that all claims against a voter verified audit trail have been refuted eloquently
many times by experts in computer design and security.

Our  republic  has  had  a  long history  of  ballot  box  stuffing.  Unfortunately,  paperless
electronic voting machines are a dream come true to anyone wishing to rig an election.
With a few deft keystrokes, all the virtual ballot boxes could be stuffed, and no one would
be the wiser.

It is trivial to program a computer to display one thing but record another.  A machine can
be programmed so that,  say, 56.7% of the votes go to John Doe.  You might vote for
someone else, and the machine will tell you that you voted for whom you intended, but if
you're one of the 56.7%, then it will record your vote for John Doe.  Paperless voting
machines store the results in several places (all electronic), and all these tallies will show
that John Doe got 56.7% of the votes.  If it is a machine that can print out copies of ballots,
the printed ballots will also show that John Doe got 56.7% of the votes.  This is why it is
imperative that something tangible and durable ... such as a print-out on paper ... be seen
by the voter and retained as an audit trail.

When it is claimed that paperless electronic voting machines are "accurate", this does not
mean that  voters'  choices  are  correctly recorded,  but  rather  that  tallies  are  always the
same, by defining "recount" to be tantamount to "photocopy".  Because recounts always
produce the same result, the machines are said to be "accurate".

The testing required by the Federal Elections Commission requires little more than the
devices be shown to perform as documented in the operators' manuals.  Having designed
life-critical computer systems, I can assure you that the FDA or DoD or FAA or many
other such agencies would laugh heartily at considering these tests rigorous.

A common argument is "we trust computers to fly airplanes, so why can't we trust them to
count votes?"  In October, at a meeting of the Voting Equipment Standards committee in
Austin, I suggested that a watered-down version of FAA standards for in-flight software
be  specified  for  testing  voting  machines.   The  manufacturers  replied  that  this  was
"radical", "extreme", "would put us out of business" and "the whole State of Texas could
only afford one voting machine".  So much for rigorous testing!

Also, current testing does not preclude software rigged so that it behaves differently on
election day (the machines contain a clock/calendar) than on other days.

Millions  of dollars  are  often spent  to  influence  the  outcome of an election.  Because
tampering  with  elections  software  is  such  a  very  cost  effective  way to  influence  the
outcome of an election, and given the historical reality of election rigging, it is naïve to
think that  this won't  happen.  It  also naïve to think that  the average county clerk can
maintain a system more secure than anything the Department of Defense has been able to
accomplish.   It  is  absurd  to  argue  that  because such  hacking hasn't  happened  yet  we
shouldn't be concerned about it.  Of course no one has ever made a credible allegation of



fraud; there is no audit trail and, therefore, there is no way to ascertain if there was fraud!

Consider the presidential preferential election last month in Bay County, Florida, where
Gephardt had a 2-1 lead over Kerry.  Because the results were so unlikely, the machines
were tested and the votes recounted.  If that happened on a paperless machine, there would
be no way to recount the votes, to correct the bogus results.  Also consider that if that were
not  a  race where  a  certain  outcome were expected,  the  error  would  have never  been
noticed.  Indeed, many anomalies have been documented by reputable sources over many
years.  Among places with problems in the November, 2003 elections, for example, was
Fairfax, Virginia, where testing ordered by a judge revealed that several voting machines
subtracted one in every hundred votes for the candidate who lost her seat on the School
Board.  Alas, there  is no way to recount  those votes;  they never existed outside  of a
computer's memory and have disappeared without hopes of retrieval.

I can not state strongly enough that it  behooves you to study what people who design
computers  have  to  say  on  this  matter,  and  to  research  the  many  failures  to  date  of
unauditable  electronic  voting  machines,  before  you  risk  damning  democracy  by
purchasing devices tested less rigorously than your average video game and entrusting
such machines to record Ohio's votes.

I thank you.

Sincerely,

Vincent J. Lipsio


